NEJATOI'AM Ob HH®OPMAIIMOHHOM BE3OITACHOCTH

Korna peunr 3axonut 006 wHGOpMAlMOHHOW O€30MACHOCTH, OOBIYHO MBI HAYMHAEM
IyMaTh O KOMIIBIOTEpAX, CETIX, UHTepHEeTe U Xakepax. Ho nis oOpa3oBaTenbHON cpebl
npoOiemMa CTOUT LIMpPE: B OTPaXICHHUM ydYallerocss oT MHPOpMaluu, KOTOpas MOXKET
HEraTUBHO TIOBJIMATh Ha €ro (opmMupoBaHHUE W pa3BUTHE, TO €CTh O MpOIaraHjae
Pa3IMYHOMN HAIIPABIECHHOCTH.

IHonsitue nHPOPMALTMOHHOI 0€30MACHOCTH

[lon nndopmanroHHOM 0€30MaACHOCTHIO MOHUMAETCA 3aIMILEHHOCTh HH(OPMAILIMOHHON
CUCTEMBI OT CIIy4allHOTO WJIM IPEJHAMEPEHHOI0 BMEIIATENIbCTBA, HAHOCAIIETO YIIEepO
BJIaJI€JIbLIaM WUJIM TIOJIb30BATENIIM UH(POPMALIUU.

Ha npakTrke BayKHEHIIIMMH SIBIISTFOTCS TPU acliekTa HHPOPMAITMOHHOHN 0€30MacHOCTH:
e JIOCTYMTHOCTH (BO3MOXKHOCTH 32 pPa3syMHOE BpeMs TOJIYYUTh TpPeOyemyro
UH(OPMAIIMIOHHYIO YCIIYTY);
e IEJOCTHOCTh (AKTyaJIbHOCTh W HENPOTHBOPEYUBOCTh HWHPOpMAIUHU, €€
3aIUIIEHHOCTh OT pa3pylIeHUs ¥ HECAHKITMOHUPOBAHHOTO U3MEHEHMS ),
e KOHQUICHIMATHHOCTH (3aIIUTa OT HECAHKIIMOHUPOBAHHOTO MTPOUYTCHHS ).

Hapymienus 1OCTYNMHOCTH, HENOCTHOCTH U KOH(PHUACHIIMATIBHOCTH WH(POPMAIIUU MOTYT
ObITh BBI3BAHBl PA3JIMYHBIMU OMACHBIMM BO3ACHCTBUSMU Ha HH(POPMAIIMOHHbBIE
KOMITbIOTEPHBIE CUCTEMBI.

OcHoBHBIE YTPO3bl HHPOPMALHOHHOH 0€30ACHOCTH

CoBpemenHass MHGOPMAIIMOHHAs CHUCTEMa IPECTaBIs€T COOOM CIOXHYIO CHUCTEMY,
COCTOSIITYI0 M3 OOJBLIOTO 4YHCiia KOMIIOHEHTOB PAa3IMYHON CTENeHM aBTOHOMHOCTH,
KOTOpBIE CBA3aHBI MEXIy COOOW U OOMEHMBAIOTCS NAaHHBIMU. [IpakTUyecKku Kaxabld
KOMIIOHEHT MOXET IOJBEPTrHYThCS BHEIIHEMY BO3AECHCTBHIO WIJIM BBIUTH U3 CTpPOS.
KomnoHeHThl aBTOMATH3MPOBAaHHON WHMOPMAIIMOHHOW CHCTEMBI MOXXHO pa3OHWTh Ha
CIEAYIOIINE TPYIIIBIL:

Annapammusie cpedcmea. ITO KOMIBIOTEPHI M HMX COCTaBHbIE 4YacTU (IIPOLIECCOPHI,
MOHHUTOPBI, TEPMHUHAJBI, MepupepuiiHbie yCTPOMCTBA — MPHUHTEPHI, KOHTPOJUIEPHI,
Ka0esu, JIMHUU CBA3HU U T.11.);

Ilpocpammnoe  obecneuenue. JT0  TPUOOPETEHHBIE  MPOTPaAMMBI,  HUCXOJIHBIE,
O0OBEKTHBIE, 3aTPy304HbIC MOIYJIH; ONEPAIMOHHBIC CUCTEMbBI M CUCTEMHBIE TIPOTPaMMBbI
(KOMIIUTATOPBI, KOMIOHOBIIUKH U Ap.), YTHIUTHI, JUATHOCTUYECKHUE MPOTPAMMBI U T.JI.;
/lannvle, XpaHuMbIe BPEMEHHO U MOCTOSIHHO, Ha AUCKaX, (JIdIIKaX, Me4yaTHbIC, apXUBHI,
CUCTEMHBbIE KypHaJIbI U T.1.;

Ilepconan. Ilonb3oBarenu, CHCTEMHBIE aIMUHUCTPATOPBI, IPOTPAMMHUCTBI U JIP.

OnacHble BO3JICWCTBUS HAa KOMIBIOTEPHYIO HMH(POPMAIMOHHYIO CHUCTEMY MOXKHO
MOAPA3JAEIUTh Ha CllydallHble M MpeHaMEpeHHble. AHAJIU3 OMNbITa MPOEKTUPOBAHMS,
W3TOTOBIIGHUS W OKCIUTyaTalldid HWH()OPMAIMOHHBIX CHUCTEM TIOKAa3bIBAET, YTO
uH(pOpMAIUsS TIOJBEPracTCsl Pa3IMYHBIM CIydYalHBIM BO3JEHCTBHUAM HAa BCEX HJTammax
LOHKJIA JKU3HU cucTeMbl. l[IpuunHamMu cCiydailHbIX BO3JAEHUCTBUU MPH HKCIUTyaTallMU
MOT'YT OBITh:

e QABApWIHBIE CHUTyallUM U3-3a CTUXUMHBIX OCJACTBUH U OTKIIOYCHUM

3JIEKTPOIUTAHUS;



e OTKa3bl U COOM ammapaTyphl;

o OIIMOKHM B IPOrPaMMHOM OOECIICUEHHH;

o omuOKu B paboTe nepcoHana;

e IIOMEXH B JIMHUAX CBA3U U3-3a BO3JACHCTBUN BHEILIHEU CPEBI.

IIpenHamepeHHbIE BO3NEUCTBUS — OTO LICJICHAIIPABIICHHBIE NCHCTBUA Hapymurend. B
Ka4yeCTBE HApYyLIUTEIs MOTYT BBICTYIIATh CIy)Kal(UuW, II0CETUTENb, KOHKYPEHT,
HaeMHUK. /leficTBUS HapymIUTesss MOTYT ObITh 00YCIOBIIEHBI pa3HIMH MOTUBAMM:

e HEJIOBOJBCTBOM CIIYKAILEro CBOEU Kapbepoil;

e B3SITKOM;

e JTIOOONIBITCTBOM;

¢ KOHKYpPEHTHOH O0pBHOO;

e CTPEMJICHHEM CaMOYTBEPAMUTHCS JIFOOOH LIEHOA.

MO>XHO COCTaBUTh TMIIOTETUYECKYIO MO/IE€Ib MOTEHIIMAIIBHOT'O HAPYIIUTENS:
o KBaJM(UKAIMSA HAPYLIUTE Ha YPOBHE pa3pabOTUMKa TaHHON CUCTEMBI;
e HApyLIUTEJIEM MOXET OBITh KaK IMOCTOPOHHEE JMI0, TaK W 3aKOHHBIH
M0JIb30BaTeNlb CUCTEMBI;
e HApYIIUTENIO U3BECTHA MHPOPMAIIHS O MPUHIUIIAX PAOOTHI CUCTEMBI;
e HapylIMTEb BbIOMpaeT Hanbosee cinadoe 3BEHO B 3alllUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOpa3HBIM BHUJIOM KOMITBIOTEPHBIX HAPYIICHHI
ABJISIETCS. HECAHKIIMOHUPOBAHHBIN NOCTyN. HecaHKIIMOHNPOBAaHHBINA JOCTYIT UCIIOJIB3YET
M00yr0 omMOKYy B CHUCTEME 3allUThl M BO3MOXKEH IPU HEPALMOHAJIBLHOM BBIOOpE
CPEACTB 3alLUTHI, UX HEKOPPEKTHOM YCTaHOBKE U HACTPOUKE.

[IpoBenem kiaccuduKauio KaHAJIOB HECAHKIIMOHHUPOBAHHOIO JOCTYIA, MO KOTOPHIM
MO>KHO OCYHIECTBUTD XUIIEHUE, U3MEHEHUE WM YHUUTOXKEHUE HHPOPMALIIH:
Yepes uenoseka:
o XHIIIEHHE HOCUTEJEeH nHPOpMaINH;
o uTeHHUE MHPOPMAIIMH C dKPaHA WU KJIaBUATYPHI;
o uTeHUE MHPOPMAIINH U3 PACTICUATKH.
Yepes npozpammy:
e IIEPEXBAT MAPOJIECH;
o nemmdppoBKa 3amudpoBaHHON HHPOPMAITUH;
o KOMHUpOBaHUE WH(MOPMAIIHU C HOCUTEJIS.
Yepes annapamypy:
o TMOAKIIOYCHUE CIENHAIBHO  pa3paOOTaHHBIX  ammapaTHBIX  CPEJNCTB,
00ecreunBaromuX J0CTY K HH(DOpMaIny;
e TIepexBaT MOOOYHBIX JJIEKTPOMATHUTHBIX W3JIyUYEHUH OT ammapaTyphl,
JIMHUAW CBA3U, CETEN 3JIEKTPONUTAHUS U T.[.

Oco00 crnegyer OCTaHOBUTBCS Ha yrpo3aX, KOTOPbIM MOTYT IOJBEpPraThCs
KOMITbIOTepHBIE ceTH. OCHOBHAs OCOOCHHOCTH JIF000H KOMITBIOTEPHON CETH COCTOWT B
TOM, YTO €€ KOMIIOHEHTHI pacrpe/ieieHbl B IpocTpaHcTBe. CBA3b MEXKIY y3JIaMU CETH
OCYHIECTBIISIETCS] (DU3UYECKH C TIOMOIIBIO CETEBBIX JIMHUI W MPOTPAMMHO C MTOMOIIBIO
MexaHu3Ma coobOmieHnit. [lpum 3>TOM  ympaBiusromye COOOIIEHUS W JTaHHbBIC,
nmepechllaeMble  MEXKIy Vy3JIaMH CETH, TNEepelarTcs B BHAE IMAKeTOB OOMEHa.
KoMmbproTepHbIE CETH XapakTepHbl TEM, YTO MPOTHUB HUX MPEANPHUHUMAIOT TakK



Ha3bIBa€MbIC yJlaJieHHble aTaku. Hapymurenb MOXKET HaXOIUTHCS 3a THICSYU
KHJIOMETPOB OT aTaKyeMOro OOBEKTa, MPU 3TOM HAIMAJCHUI0 MOXXET MOJBEpraThCs HE
TOJIbKO KOHKPETHBIM KOMMBIOTEp, HO W HHGOpMAIUs, MEepeariascs MO CETEBbIM
KaHajaM CBSI3U.

Obecnieuenre MHPOPMALMOHHON 0€30IIACHOCTH

dopMmupoBaHue pexuMa HHPOPMALMOHHON 0€30MacHOCTH — MpoljeMa KOMIUIEKCHAS.
Mepbl 110 €e peeHrI0 MOKHO MOAPA3IeIUTh Ha MSATh YPOBHEH:
1. 3axonooamenvHolil . ITO 3aKOHBI, HOPMATHUBHBIE aAKThI, CTAHAAPTHI U T.II.

HopmartuBHo-nipaBoBas 0a3a ornpeaensonas NopsaokK 3aluThl HHYOpMauu:
2.  Mopanbno-smuueckuii. BceBO3MOXHbIE HOPMBI  MOBEJEHUS, HECOOIIOACHHUE
KOTOPBIX BEJIET K MaJIEHUIO MPECTHka KOHKPETHOTO YEJI0BEKa WM 1IeJI0N OpraHu3aluu.
3. Aomunucmpamuenwui. JleiictBuss  oOmero  xapakrepa, NpeANpUHUMAaeMbIe
PYKOBOJICTBOM OpraHu3anuu. TaKMMHU TOKYMEHTaMH MOT'YT OBITh:
e TMpPUKA3 PYKOBOAMUTENS O HA3HAYEHUU OTBETCTBEHHOIO 3a oOecreyeHue
uH(OpMaIMOHHON 0€30MacHOCTH;
e JIOJDKHOCTHBIE  OOSI3aHHOCTHM  OTBETCTBEHHOrO0  3a  oOecredyeHue
UH(GOPMAIIMOHHON 0€30MaCHOCTH;
e TIEepeYeHb 3aAUIUIIAEMBbIX HTHPOPMAIIMOHHBIX PECYPCOB U 0a3 JaHHBIX;
e HHCTPYKIHIO, OIPEICISIONIYI0 TOPSAOK MpeAoCTaBleHus HWHGOPMAIIH
CTOPOHHHM OpraHU3alusM MO UX 3ampocam, a TaKKe MO MpaBaM JOCTyMa K
HEW COTPY/THUKOB OpTraHU3aI1H.
4. @u3uueckui. MexaHn4eckue, dJIEKTPO- U AIEKTPOHHO-MEXAHUYECKUE MPENATCTBHS
Ha BO3MOXKHBIX IIYTAX IPOHUKHOBEHUS NOTCHIIMAIBHBIX HAPYIIUTEIICH.
5. Annapammno-npozpammustii (3IIEKTPOHHBIE YCTPONCTBA U CIELUAIBHBIE IPOIPAMMBI
3aIUTHl HHPOPMAITUH ).

[IpuHsTHIE MEPHI TTO CO3aHUI0 Oe30MacHON MHGOPMAIIMOHHON CUCTEMBI B IIKOJIE:

o OOecrmeuena 3amuTa KOMIIBIOTEPOB OT BHEIIHUX HECAHKIMOHHUPOBAHHBIX
BO3JICHCTBUN (KOMIIBIOTEPHBIE BUPYCHI, JIOTHUYECKHE OOMOBI, aTaki XaKepoB
UT. 1)

o YCTaHOBJEH CTPOTHI KOHTPOJb 3a DJJIEKTPOHHOW TOYTOH, obecnedyeH
MTOCTOSIHHBIM KOHTPOJIb 38 BXOSIIECH U UCXOASAIIEN KOPPECTIOHICHIINEN.

o YCTaHOBJEHBI COOTBETCTBYIOLIME MapOJIn Ha IepcoHabHbIe [1K.

o MHcnonws3oBaHbl KOHTEHT-QWIBTPHI, Uil (QWIBTPAMA CAHTOB MO WX
COAEPKUMOMY.

EnvHas COBOKYIMHOCTh BCEX 3THUX MEp, HANPABICHHBIX HA MPOTHUBOACHUCTBUE yIpO3aM
0e30MacHOCTH C IENbI0 CBEACHUS K MHUHHUMYMY BO3MOXHOCTH yIiepOa, o0pa3yioT
CHCTEMY 3aIlIUTHI.

CrnernuainucTel, WMEIIINE OTHOIICHHWE K CHCTEME 3alluThl JOJDKHBI ITOJTHOCTBIO
MPEACTABIATh ce0e MPUHIMMBI e¢ (DYHKIIMOHUPOBAHHMS W B CIydac BO3HHMKHOBCHUS
3aTPYAHUTEIBHBIX CUTYyallui aJeKBAaTHO Ha HHMX pearupoBaTh. Iloa 3amuToil q0JDKHA
HaxXOJIUTHCS BCSI CUCTEMa 00pabOTKH MH(OPMAIIHH.

JInna, 3anumatoiuecs: ooecredyeHueM HHPOPMAIMOHHON O€30MaCHOCTH, JOJKHBI HECTH
JUYHYIO0 OTBETCTBEHHOCTb.



Hanexxnast cuctema 3aluThl 1OJDKHA OBITH TOJTHOCTHIO MMPOTECTUPOBAHA U COTIIACOBAHA.
3ammuTa cTaHoBUTCA Oosiee d(PhEeKTUBHON M TMOKOHM, €CiM OHA JOMYyCKAaeT M3MEHEHHE
CBOMX MapaMEeTPOB CO CTOPOHBI A IMUHUCTPATOPA.

B 3akiroueHue CBOEro JOKJIaja XOTEIOCh Obl J1aTh HEKOTOpPbIE PEKOMEHJALUU II0
opraHu3auuu padboTsl B UH()OPMAIIMOHHOM MPOCTPAHCTBE, YTOOBI yOepeub ce0s U CBOUX
OJIU3KUX OT UHTEPHET-NPECTYTHUKOB.

PexomeHnanum no opranu3anu padoTsl B MHPOPMALMOHHOM NPOCTPAHCTBE

1. Tlepen HauamoM pabOTHl HEOOXOIUMO YETKO C(hOPMYIUPOBATH 1IEJIh U BOIIPOC MOUCKA
uH(pOopMaIu.

2. XKXenarensHO BBIpa6OTaTB ONTUMAJIbHBIN AJITOPUTM TIOUCKaA I/IH(i)OpMaI_II/II/I B CCTHU
I/IHTepHeT, 4TO 3HAYUTCIIBHO COKPATUT BPCMA U CUJIbI, 3daTPAYCHHBIC HA ITONUCK.

3. 3apaHee yCTaHOBHUTH BpPEMEHHBIN JUMHUT (2-3 4daca) paboThl B WH(DOPMAIIMIOHHOM
poCTpaHCTBe (MPOCMOTP Tesenepeaadu, urenue, iarepuer).

4. Bo Bpemsi paboTbl HEOOXOAMMO JeiaTh mepephlB Ha 5-10 MUHYT s CHATUA
(u3MUECKOro HAMPSKEHUS U 3pUTEIBHON HArpy3KHU.

5. HeoOxonumo 3Hath 3-4 ympakHEHHS MJIS CHATUS 3PUTEIBHOTO HANpPsDKEHUS |
(buznuecKon ycTanocTH.

6. PabGoTaTh B XOpOIIIO MPOBETPEHHOM MOMEIICHUH, TIPU ONITUMAJILHOM OCBEIICHUU U B
yno0HOH 103e.

7. He CTOWT JIETKOMBICIICHHO oOpamiarbcsi CO CHaM-IMCbMaMH W 3aXOJUTh Ha
HeOe3omacHble BeO-calThl. J[I1 WHTEPHET-NPECTYIMHUKOB BBl CTAaHOBUTECH JIETKOU
JI0OBIYENA.

8. Ilpu perucTpan B COUMAIBHBIX CETAX, HE YKa3blBAaTE€ CBOM IEPCOHAIbHbBIC
JAHHbIE, HAIIPUMED: aAPEC WU JE€Hb POKICHUS.

9. He ucnonib3yiiTe B JOTUHE WU MTAPOJIE IEPCOHAIbHBIC TAHHBIE.

10. Bce 3TO MO3BOJSIET HMHTEPHET-IPECTYMHUKAM TMOJYYUTh [aHHBIE JOCTyHa K
aKKayHTaM »dJIEKTPOHHOM TOUThI, a Takke wuHuupoats gomamaune [IK mms
BKJIIOYEHHUS UX B OOT-CETh WJIU ISl OXUILIEHUS] OAHKOBCKUX JAHHBIX POAUTENCH.

11. Cosznmaiite coOCTBeHHBIH TPOPWIL HAa KOMIBIOTEpE, YTOOBI 00€30IaCHUTh
nH(pOpMaNHIO, XpaHAIIYIOCS Ha HEM.

12. He 3a0biBaiiTe, 4to (hakThl, O KOTOPHIX BBl y3HaeTe B MHTepHETe, HY)KHO OYCHb
XOpOIIIO TPOBEPUTH, €CIM BBIOYAETE HCIOJIH30BaTh WX B CBOEH JoMariHel padorte.
[lenecoobpa3HO CpaBHUTH TPU WCTOYHHKA MHGOPMAIMH, TIPEKIE YEM PEIIUTh, KAaKUM
WCTOYHHMKAM MOXHO JOBEPATH.

13. O mocroBepHOCTH MHGOPMAIIUH, TTOMEIIEHHON Ha CaTe MOXHO CYJIUTh IO CAMOMY
calTy, y3HaB 00 aBTOpax caiTa.



14. Pazmemas undopmanuio o cebe, CBOUX OJM3KMX M 3HAKOMBIX Ha CTpaHHUIlaX
COLIMAJIBHBIX CETEH, CIPOCUTE IMPEABAPUTENILHO Pa3pelIeHrue y TeX, 0 KoM OyaeT 3Ta
uH(popmanus.

15. He cnenyet pa3meniath Ha cTpaHuLax BeO-caliToB cBoM ¢oTtorpaduu u ¢portorpadpuu
CBOMX OJIM3KHX M 3HAKOMBIX, 32 KOTOpPbIE BaM MTOTOM MOXET OBbITh CTBIIHO.

16. CoOmtogaiiTe mpaBuia 3TUKU Mpu oOmennn B HTepHeTe: rpydoCTh MPOBOLUPYET
JIPYTUX Ha TaKOE K€ MOBEJICHHUE.

17. Ucnionw3ysa B cBoeil paboTe matepual, B3SThIM U3 MHPOPMAITMOHHOTO MCTOYHUKA
(kHUra, mnepuoauUecKas T1edarb, HWHTEpHET), cleayeT yKa3aThb JTOT HUCTOYHUK
uH(GOpPMAIIMK WK CENaTh Ha HETO CChUIKY, €CJIM MaTeprall OblI BaMH repepaboTaH.



